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IEEE LEBANON COMMUNICATIONS WORKSHOP 2010                 (IEEE LCW’10)
“Cybersecurity in Lebanon…Reality and expectations”
Honorable Dean, Dear Colleagues, Ladies and Gentlemen,
With the start of this century, modern societies have a growing dependency on information and Communication Technologies (ICTs) that are globally networked. 
The Internet and Mobile Communications are now the indispensable nexus for an array of digital technologies that are transforming economies and opening up an array of possibilities to improve people’s lives and enrich the learning societies in a variety of ways. 
However, this growing dependency comes with major emerging potential threats to network and information security and mainly to the society and its members. 
The growing abuse of electronic networks for criminal purposes, adversely affect the integrity of critical national information infrastructures as well as private personal information and children safety.
Cybersecurity is now considered a major part of any national security policy, and it is well-known that decision makers in the US, the EU, Russia, China, India and other nations, are identifying Cyber-defense / Cybersecurity matters as having number one priority in their national deffence strategies. 
In addition, more than 130 countries worldwide have declared dedicated Cyber War Divisions and scenarios within their national security teams. All these efforts are being added to the traditional security efforts to combat cybercrimes, cyber frauds and other faces of Cyberthreats.

How to Deal with Cybersecurity as a Nation?

The ITU recommendations and international best practices on the Cybersecurity framework show that Cybersecurity issues pose a complex mix of technological, political, social, and cultural challenges. 
More specifically, a good national Cybersecurity strategy is built on the following 5 pillars:

1. Developing a National Strategy for Cyber Security and Critical Information Infrastructure Protection (CIIP) 
2. Establishing National Government–Industry Collaboration
3. Deterring Cybercrime
4. Creating National Incident Management Capabilities
5. Promoting a National Culture of Cyber Security

Building a national Cyber Security Strategy begins with a national policy to raise awareness about Cyber Security issues and the need for national actions and international cooperation. 
Then comes the development of a national plan to enhance Cybersecurity in order to reduce the risks and effects of both cyber and physical disruptions.

It also involves the participation in international and regional efforts to promote national prevention of, preparation for, response to, and recovery from, cyber incidents.
 (Cyber-security Challenges for Lebanon)- Are we, in Lebanon, prepared to deal with Cyberthreats?
I regret to say that the current Lebanese efforts fall too short of what is required to deal with the high levels of cyberspace risks and threats. 

· First, Lebanon has not developed a vision and a strategy for Cybersecurity as there is no government entity that represents a focal point to deal with Cyber Security issues.

· Second, Lebanon has no Cyber Security legislations. As such, the expected E-transaction law does not clearly address cyber security issues, but it could represent the basis for a solid legislative framework for protecting individuals and corporations, through the introduction of legislation to combat cybercrime. 
· Third, Lebanon lacks effective integral Cybersecurity awareness plans and dedicated campaigns.
· Finally, the Lebanese Telecom Infrastructure is not immune against Cyber Threats.
How Can We Overcome these Challenges? 
Cyber Security is everyone’s responsibility, and in order to have a successful strategy, all society sectors should contribute, each at its level, to this effort. 

On this occasion, we can state several recommendations on the possible contribution of each sector. We know that a huge amount of work is ahead of us, but we can start with a couple of major actions that can help to put Lebanon on the right track:  

1. First, establish a national joint Public-Private Administration, with a mission to:

· Develop a National Strategy for Cyber Security 

· Coordinate National government, public and private sectors Collaboration 

· Create National Incident Management Capabilities
· We can immediately start efforts to build the National Computer Incident Response Center. This center can actively act against threats.

· Here I invite the Lebanese University to take the lead with us and with the Observatory to establish the Cybersecurity Emergency response Team (CERT)

· Promote a National Culture of Cyber Security (and awareness campaign)

· Secure government cyberspace

· Improve regional and international coordination and cooperation

2. the Industry and Businesses must pay closer attention and give a higher priority to legal and security measures and ensure necessary dedicated resources to plan and implement multiple layers of security technologies to deter threats to their information systems and infrastructures. 
In this context also, we believe that all Organizations must implement and enforce security processes and procedures and consider it as a mandatory task with a high priority.
3. We believe that Universities have a major role in providing the required academic support to promote Cybersecurity science, through 
a. advance academic research about the different technical aspects of network and information security

b. creation of new security protocols and algorithms, and through

c. integrating the cyber security, threats and counter measures, as well as legal aspects of combatting Cyber Crimes. 
4. Individuals must become more aware and learn how to be vigilant in maintaining the security processes for personal use and those laid out by the organizations, and what basic steps are necessary to protect their personal information and the information of their families and organizations.
TRA efforts
We, as the TRA, and as a regulatory authority in Lebanon, we consider ourselves an integral part, and at the core, of the ongoing efforts addressing this important topic. 
This TRA can be key in regulating and implementing possible Security Models and Measures to help secure our cyber space. 

As such, the TRA is considering a set of regulatory measures.

a) We are currently preparing a draft paper on Cybersecurity and Child Online Protection meant to be as a blueprint that can be adapted and used in ways consistent with national customs and laws. 

b) We are also issuing a number of recommendations and regulations for Service Providers (SPs) to ensure information security on telecom infrastructure, and we have set the requirements on service providers to maintain network and services security standards (e.g., ISO 27K) and public safety. This a part of comprehensive regulations governing collection, use, and dissemination of information and data.

c) We are planning to update the consumer affairs regulation to include Cyber Security requirements.
d) We will be enforcing a newly-enacted requirement that agencies must include strategic information security objectives in their information technology procurement decision-making.
e) We should be drafting Sector-Specific regulations, that include specific rules for the different industries, information types, & technologies.
f) Last but not least, we are partners in most current joint public–private organizations and programs working on these issues, such as “The Pan Arab Observatory”, the Technical and Legal Committees of Higher Council of Childhood teams working on the subjects. We have also actively contributed to the work of  the Parliamentary Committee drafting the ICT law for E-transactions.
5. Finally, we encourage all stakeholders to actively participate in the efforts of the observatory. I hope its efforts are successful in encouraging stakeholders to promote the adoption and implementation of policies and strategies that protect cyberspace and children in cyberspace and promote safer access to the extraordinary opportunities that online resources provide. 
Thank You

